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Abstract - Wireless sensor networks (WSNs) have attracted significant attention due to their diverse 
applications in areas like environmental monitoring, precision agriculture, and industrial automation. 
However, their reliance on resource-constrained sensor nodes with open wireless communication 
channels presents distinct security and privacy challenges. This research paper delves into these 
challenges comprehensively and examines existing solutions. It investigates the ramifications of security 
attacks such as stealth node compromise on the integrity and dependability of WSNs. Additionally, it 
explores crucial security mechanisms including encryption, authentication, and access control, alongside 
privacy-preserving techniques aimed at anonymizing data and ensuring unique privacy measures. 
Furthermore, the paper discusses the intricate relationship between security, privacy, and routing 
efficiency, while shedding light on unresolved research queries and future avenues for safeguarding WSNs. 
This study serves as a beneficial reference for both investigators and professionals seeking to grasp and 
address issues concerning WSN security and routing. 
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1. INTRODUCTION 
Wireless sensor networks are a fascinating emerging technology that might transform the way data is 
collected in many different fields. It consists of multiple sensor nodes that are geographically dispersed 
and work together to monitor physical or environmental conditions like temperature, sound, vibration, 
pressure, motion, or even pollutants (Kizza, J.M., 2024) [1]. One key benefit of WSNs is their distributed nature. 
Unlike traditional centralized networks with a single point of control, sensor nodes of WSNs are scattered 
throughout a designated area. This distributed deployment makes them ideal for monitoring large or 
remote environments that would be difficult or expensive to cover with traditional methods. However, a key 
characteristic of WSNs is their operation under resource constraints. These WSNs have limited processing 
power, memory and battery life typically formed of small, affordable sensor nodes. It makes them a cost-
effective solution for various applications. Furthermore, WSNs offer a flexible and adaptable solution for 
monitoring tasks. The number of sensor nodes can be flexibly adjusted to match the specific requirements 
of the application. This scalability combined with real-time data collection from the sensor nodes, allows 
for immediate analysis and response to changing conditions. 

WSNs have gathered significant interest due to their diverse applications. They can be deployed for 
environmental monitoring, precision agriculture, industrial process control, healthcare, and even smart city 
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infrastructure management. In environmental monitoring, WSNs are used to track air and water quality, 
monitor soil conditions, and detect forest fires in realtime, enabling proactive measures to protect the 
surroundings. Precision agriculture uses sensor networks to optimize irrigation systems, track crop health 
for targeted interventions, and improve overall agricultural efficiency. WSNs are used in the healthcare 
industry for patient monitoring, remote health diagnostics, and medication management which improves 
patient care and convenience (Adil, M., et. al., 2022) [2]. WSNs also contribute significantly to infrastructure 
security by monitoring critical infrastructure for breaches, structural integrity, and environmental changes. 
It plays a major role in smart city programs by optimizing traffic flow, building energy efficiency, and air 
quality management contributing to a more efficient and sustainable urban environment (Faris, M., et. al., 
2023) [3]. Finally, WSNs have enormous potential for early warning systems for disasters. Sensor networks 
can detect earthquakes, floods, and other potential disasters, providing crucial warnings that can save 
lives and property (Kandris, D., et. al., 2020) [4]. As WSNs become increasingly integrated into these critical 
areas, they collect vast amount of data. This in turn fuels the growth of WSN in a vast array of applications. 

Despite their potential in vast fields, WSNs face security and privacy hurdles. Scattered, resource-limited 
sensor nodes are vulnerable to physical tampering, potentially exposing sensitive. Open lines of 
communication make security even more vulnerable by allowing eavesdropping on critical information. 
WSNs are also vulnerable to attacks at the network level like wormhole attacks creating false information 
tunnels, while Sybil attacks disrupt routing or launch denial-of-service attacks (Alansari, Z., et. al., 2022) [5].  
Additionally, selective forwarding or sinkhole attacks can disrupt communication and compromise Quality 
of Service (QoS). Furthermore, the data itself raises privacy concerns. Without encryption, unauthorized 
access can reveal details about the environment or individuals. Location data from sensor nodes can also 
be used to infer information or track individuals. To address these challenges, strong security measures are 
required. Encryption, access control, and location anonymization techniques like k-anonymity are crucial 
for securing data and ensuring reliable WSN operation. By overcoming these challenges, WSNs can remain 
a powerful tool for data collection across various fields. 

 
2. LITERATURE SURVEY 
Faris, M., et. al., 2023 [3] analyzed different attack types across various WSN layers, categorized threats, and 
explored potential solutions using existing algorithms. Furthermore, the paper acknowledged limitations in 
current solutions and proposed a framework for building an IDS specific to WSNs emphasizing areas where 
further research is needed. Rehman, A., et. al., 2022 [6] proposed blockchain technology, a secure and 
distributed ledger system to address security vulnerabilities in WSNs for IoT. This explores how blockchain 
can be integrated with existing clustering techniques to optimize data flow and network efficiency. Hasan, 
M.Z., et. al., 2023 [7] examined network security in WSNs and IoT systems highlighting the prevalence of 
human-caused cyber threats and explored Message Rapid Spanning Tree Protocol (RSTP) as a more 
efficient option than Bridge Data Unit Protocol (BPDU). Ebrahimi, Y., et. al., 2022 [8] proposed a two-fold 
approach, an energy-saving scheme for overloaded nodes near the base station (BS) and a Cross-Layer 
Transmission Range Adjustment technique that adjusts transmission ranges to confuse attackers 
extending network life and enhanced the anonymity of the base station, making it a more secure 
communication hub. Uthumansa, A., et. al., 2020 [9] investigated how malicious attacks disrupt routing in 
mobile ad-hoc networks (MANETs) by analyzing Blackhole, Grayhole, and Wormhole attacks. Evaluation is 
done through Average Data Dropping Rate (ADDR), Average End-to-End Delay (AEED), Packet Delivery Ratio 
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(PDR), throughput, and Simulation Processing Time at Intermediate Nodes (SPTIN). These attacks 
significantly reduced successful data delivery and increased data drops compared to Wormhole attacks. 

Qi, X., et. al., 2020 [10] proposed an asymmetric key encryption scheme based on an elliptic curve for 
securing WSN data focusing on reducing energy consumption through optimized key management, 
leveraging privacy homomorphism to achieve end-to-end data encryption and ensuring confidentiality. 
To guarantee data integrity during transmission, the method also incorporates a hop-by-hop verification 
method. Jiang, H., et. al., 2020 [11] discussed the core concepts of differential privacy and its variations and 
how this technique can be applied to social network analysis. These tasks included degree distribution 
analysis, subgraph counting, and edge weight analysis. Differential privacy also protects individual data 
privacy while sharing statistical information. Chen, Y., et. al., 2022 [12] proposed Protection Scheme Based 
on Sector Phantom Routing (PSSPR) aimed at safeguarding the privacy of source locations in WSN. PSSPR 
used phantom nodes to confuse attackers which was created strategically to hide the real source of data 
while still allowing data to reach the destination with minimal extra communication overhead. Simulations 
showed that PSSPR offered strong protection for source location while b       eing efficient. Lilhore, U.K., et. al., 
2022 [13] proposed a depth-controlled, energy-balanced routing protocol for underwater sensor networks 
by adjusting the depth and swapping low-energy nodes for high-energy ones, balancing energy usage 
and improving network performance. This approach utilized advanced algorithms, achieving better data 
transmission and lower energy consumption in simulations. Patidar, Y., et. al., 2024 [14] analyzed existing 
routing protocols in WSNs and IoTs, choosing the right routing method for efficient and reliable data 
transmission. It discussed various routing methods including flat, hierarchical, location-based, and energy-
aware routing, and divided the discussion into proactive, reactive, and advanced clustering-cum-routing 
methods. It also addressed optimizing network performance for cluster count, throughput, and lifetime and 
provided a comparative analysis of different protocols. 

Roberts, M.K., et. al., 2023 [15] proposed an improved high-performance cluster-based secure routing 
protocol for WSNs in the IoTs. It improved data management through features like energy efficiency, 
reduced data size, and attack detection. Its effectiveness was evaluated using various metrics, including 
its ability to detect attacks, conserve energy, and extend network lifetime. Dogra, R., et. al., 2023 [16] 
proposed an Improved Region-Based Routing Protocol REERP for WSNs in the IoT designed to extend 
network lifetime. The approach relied on techniques including the selection of cluster heads based on 
residual energy, multi-hop communication across the network, and an energy hole reduction method. This 
protocol achieved superior performance compared to existing protocols in terms of lifetime, energy 
consumption, and data delivery. Priyadarshi, R., et. al.,2019 [17] introduced an enhanced Geographical 
Energy-Aware Routing (GEAR) protocol for WSNs, where node separation was based on Global Positioning 
System (GPS) determined positions. Nodes near the central gateway or faraway base station are 
transmitted directly. Distant nodes were grouped by location and selected a leader based on energy levels. 
This protocol improved network lifetime, energy consumption, and packet transmission compared to 
existing protocols. Olivia, D., et. al., 2021 [18] proposed a dynamic routing protocol for Mass Casualty Incident 
(MCI) prioritized critical patients while considering data reliability, delay, network capacity, and battery life. 
It also distributed data load, managed buffer space based on urgency, and utilized a streamlined routing 
method. Kandris, D., et. al., 2023 [19] proposed a comprehensive overview of hierarchical routing protocols, 
a key approach for extending the lifetime of WSNs in 5G and IoT deployments. It explored LEACH, the first 
protocol of this type, and analyzed 18 similar protocols. By comparing them and simulating LEACH against 
three of its descendants, LEACH was the most energy saving protocol to extend the lifespan of sensor 
networks. 
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This research aims to comprehensively examine the security and privacy challenges faced by Wireless 
Sensor Networks and analyze existing solutions. The paper will investigate the impact of security attacks on 
WSNs and explore various security mechanisms such as encryption, authentication, and access control. It 
will further delve into privacy-preserving techniques and analyze the interplay between security, privacy, 
and routing efficiency within WSNs. Finally, the paper will identify unresolved research questions and 
discuss future directions for securing and safeguarding WSNs. This paper delves into the world of WSNs by 
exploring their applications, security challenges, and efficient routing protocols. The introduction section 
briefly introduces WSNs and their diverse applications. In literature review section, summarizes the existing 
research on WSN security challenges and routing protocols. The WSN security section discusses security 
threats faced by WSNs at different network layers and explores existing security solutions. The privacy-
preserving technique section explains the importance of privacy in WSNs and relevant approaches to 
safeguard sensitive data. The quality routing section discusses the importance of routing in WSNs, 
challenges, and different routing protocols. Finally, the conclusion section summarizes key points and future 
directions for achieving secure and efficient WSNs. 

 
3. IMPORTANCE OF WSN 
WSNs are pivotal for monitoring various environments like farms and underwater ecosystems (Lilhore, U.K., 
et. al., 2022) [13], as well as enabling remote patient monitoring in healthcare, but their integration into the 
Internet of Things (IoT) poses security challenges, addressed by blockchain technology can be 
implemented to enhance WSN security (Rehman, A., et. al., 2022) [6]. WSNs are crucial for data collection, 
facing challenges like energy efficiency and coverage. Despite ongoing research, no universal solution 
exists due to diverse applications, necessitating a comprehensive classification approach, as emphasized 
by Amutha, J., et. al., 2020 [20]. WSNs' advantages are highlighted in Patidar, Y., et.  al., 2024 [14] which 
include simplified installation, scalability, flexibility, and real-time data monitoring, which enhance 
decision-making processes. However, they also identify critical issues such as limited battery life, short 
communication ranges, low processing power, and security vulnerabilities, particularly in remote or 
sensitive applications (Kaur, P., et. al., 2024) [21]. 

 
4. ROUTING PROTOCOLS 
4.1 Different Routing Protocols 
1. Multipath based protocol 
Multipath based protocols establish multiple routes between the source and destination to improve fault 
tolerance, load balancing, and bandwidth utilization. By using multiple paths, they can enhance the overall 
reliability and performance of the network. 

2. Heterogeneity-based protocol 
Heterogeneity based protocols are designed to operate in networks with heterogeneous nodes that have 
different capabilities such as varying energy levels, processing power, and communication range. They 
aim to optimize the overall network performance by considering these differences. 

3. Location-based protocol 
Location based protocols use the geographic positions of nodes to make routing decisions. They often rely 
on GPS or other positioning systems to determine the most efficient path for data transmission, which can 
reduce latency and improve energy efficiency. 
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4. Data-centric protocol 
Data-centric protocols focus on the data being transmitted rather than the network topology. These 
protocols employ techniques such as data aggregation and dissemination to optimize data collection and 
reduce redundancy, which is particularly useful in sensor network. 

5. Hierarchical protocol 
Hierarchical protocols organize the network into hierarchical layers, often involving clustering nodes into 
groups with cluster heads that manage communication within and outside the cluster. This structure helps 
in scaling the network and reducing energy consumption. 

6. Mobility-based protocol 
Mobility-based protocols are designed to handle node mobility in dynamic network environments. They 
adapt to changes in the network topology caused by node movement, ensuring robust and reliable 
communication. 

7. Quality of service-based protocol 
Quality of service-based protocols prioritize network resources to meet specific QoS requirements such as 
bandwidth, delay, jitter, and packet loss. They are crucial for applications that require guaranteed 
performance levels. Table 1 shows the various categories of routing protocols and their existing routing 
techniques for WSNs. Figure 1 depicts the various types of routing protocols in WSNs. 

Table -1: Existing routing strategies for WSN 
 

Routing Protocols Routing Techniques References 

Multipath-based 
Protocols 

QoS-driven ad hoc on-demand distance vector (QAODV) routing algorithm 
for WSNs, utilizing Braided Multipath Routing to enhance the standard AODV 
with power constraints. 

Avudaiammal, R., et. 
al., 2022 [22] 

Heterogeneity-
based Protocols 

CHR protocol for sensor networks uses low-power L-sensors for data 
collection and high-end H-sensors for processing and long-range 
communication, forming clusters for efficient data routing to a central sink. 

Brijbhushan, S.A., 
2014 [23] 

Location-based 
Protocols 

Enhanced Geographical Energy-Aware Routing in Wireless Sensor Networks, 
Utilizing Node Positioning via GPS for Optimized Data Transmission and 
Improved Network Performance. 

Priyadarshi, R., et. al., 
2019 [17] 

BVGF prioritizes short paths but can lead to uneven energy depletion as it 
doesn't consider remaining sensor energy and some nodes may only have 
one forwarding option. 

Kumar, A., et. al., 
2017 [24] 

Data-centric 
Protocols 

Efficient Image Retrieval in Mobile Ad Hoc Networks Using SPIN-IT Protocol 
Based on Metadata Queries 

Woodrow, E., et. al., 
2002 [25] 

Energy-Aware Data-Centric (EAD) Routing Algorithm tackles energy 
efficiency through data aggregation, strategic deactivation of leaf nodes, 
and a dynamic backbone, leading to extended network lifetime compared 
to traditional and existing energy-aware protocols. 

Boukerche, A., et. al., 
2005 [26] 

Hierarchical 
Protocols 

Energy-Aware Routing Protocol for Wireless Sensor Networks, Leveraging 
LEACH and Its Descendants for Enhanced Energy Sustainability 
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Kandris, D., et. al., 
2023 [19] 

Enhanced Hybrid Energy-Efficient Distributed (EHEED), a multi-sink 
approach with strategic placement and a more robust cluster head 
selection method to improve energy efficiency and network performance in 
WSNs for IoT applications. 

Nam, Y., et. al., 2023 
[27] 

Mobility-based 
Protocols 

Secure Efficient Ad hoc Distance vector (SEAD) offers robust protection 
against attacks while being efficient for resource-constrained devices. Its 
design shows promise for enhancing security in these dynamic wireless 
networks. 

Hu, Y.C., et. al., 2003 
[28] 

Quality of service 
(Qos)-based 
Protocols 

MMSPEED guaranteed data delivery quality offering multiple speed options 
for timeliness and used multipath forwarding for reliability. This localized 
decision-making approach improved network capacity for handling data 
flows with both requirements. 

Felemban, E., et. al., 
2006 [29] 

Optimizing SAR in Wireless Body Area Networks Using Particle Swarm 
Optimization Algorithm for Relay Node Placement. 

Wu, T.Y., et. al.,2014 
[30] 

 

4.2 Importance of Quality Routing and Routing Challenges 
WSNs are a fundamental component of the IoT, driving extensive research into WSN routing protocols. 
Traditional routing methods often struggle to fully utilize available information, leading to issues like slow 
communication, poor adaptability to network topology changes and reduced network lifespan (Yang, X., 
et. al., 2024) [31]. IoT applications such as healthcare, environmental monitoring and defense demand 
standardization and real-time data collection. In this context, WSNs serve as a critical infrastructure 
platform for these key applications. However, sensor nodes in WSNs are limited in resource management, 
storage, communication, and computational capabilities (Roberts, M.K., et. al., 2023) [15]. 

Designing routing protocols for WSNs primarily aims to extend the network's lifespan by optimizing the use 
of the limited battery power of sensor nodes (Tan, N.D., et. al., 2023) [32]. Due to the limited power of 
individual sensor nodes, WSNs require power-saving techniques. Clustering is an effective method that 
groups nodes together to reduce the transmission distance between sensors and the base station. This 
approach conserves energy and enhances the network's overall longevity (Dogra, R., et. al., 2023) [16]. 

Energy efficiency is a major concern in WSNs due to the limited battery life of sensor nodes. Effective 
management of energy resources is crucial to extend the network's operational lifespan. Routing protocols 
play a vital role in minimizing energy consumption during data transmission and processing. Several 
strategies exist to tackle this challenge including clustering, data aggregation, and energy-aware routing 
algorithms. Clustering protocols such as LEACH, group sensor nodes into clusters. A designated cluster 
head within each cluster communicates with a central base station. This clustering technique reduces 
energy consumption by efficiently distributing tasks among nodes. LEACH protocol highlighted by Verma, 
S., et. al., 2022 [33] enhances energy efficiency significantly by rotating the cluster head role within a network 
among different nodes. Energy-aware routing protocols, such as the Energy-Efficient and Secure Routing 
Protocol (EESRP), prioritize selecting routes based on energy metrics to ensure minimal energy 
consumption. Kim, H.S., et. al., 2023 [34] explored energy-efficient routing protocols by highlighting the 
significance of selecting paths that consume the least amount of energy. 
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Fig -1: Various Types of Routing Protocols 
 

As WSNs scale up, ensuring efficient routing becomes increasingly complex. Scalability issues arise due to 
the growing number of nodes. Zone-based protocols like the Zone Routing Protocol (ZRP) handle scalability 
challenges by dividing the network into zones, reducing routing overhead and improving scalability. Gupta, 
K., et. al., 2023 [35] discuss recent trends and challenges in zone routing protocols, focusing on enhancing 
scalability and reducing routing overhead. Network dynamics pose another challenge as WSNs operate in 
environments where network topology can change frequently. Adaptive routing protocols, such as the 
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Adaptive Secure and Efficient Routing Protocol (ASERP), dynamically select efficient routes based on current 
network conditions to maintain performance and reliability. Multi-hop routing strategies allow data to be 
relayed through intermediate nodes, distributing the energy load and enhancing network longevity. Recent 
advancements in neural network-based routing enable intelligent protocols to adapt to dynamic network 
conditions in real-time, optimizing routing decisions and maintaining robust communication paths (Zhou, 
Q., et. al., 2024) [36]. 

 
5. SECURITY CHALLENGES AND THEIR IMPACT 
WSNs have a significant impact on fields such as industrial automation, environmental monitoring, etc. 
However, their open communication channels, limited processing power, and unattended deployment 
environments make them vulnerable to security attacks. These attacks can have severe consequences for 
the integrity of collected data, the functionality of the network itself, and the overall reliability of the WSN 
system. 

5.1 WSN Security Attacks 
WSN attacks (Faris, M., et. al., 2023) [3], (Yu, J.Y., et. al., 2020) [37] target different layers of the network 
protocol stack, each with its consequences. Physical layer attacks exploit physical access to nodes or 
disrupt the radio channel. The data link layer attacks target how data is framed and transmitted, disrupting 
communication or exhausting the resources. Network layer attacks manipulate routing protocols and data 
forwarding, leading to compromised data integrity, disrupted routing, or denial-of-service attacks. 
Transport and application layer attacks target higher-level communication and functionalities, disrupting 
application-level communication or corrupting the data. By understanding these diverse attack vectors, 
developers and users of WSNs can take the necessary steps to secure their systems and ensure reliable 
data collection. 

5.1.1 Physical layer attack 
Physical attacks (Yu, J.Y., et. al., 2020) [37] on WSNs can cause direct damage to sensors or nodes or 
interference with their radio communication. These attacks are harder to defend against than software 
attacks due to the unique characteristics of WSNs, such as their large number of nodes, deployment in 
challenging environments, and limited processing power. Side channel attacks, jamming attacks, node 
tampering attacks, camouflage, node replication, node capture, and tampering are also physical layer 
attacks. Side Channel Attack (SCA) (Nassiri Abrishamchi, M.A., et. al., 2022) [38] exploits leak in encryption 
such as variations in power consumption and timing, to steal secret keys in resource-limited WSNs. 
Jamming attack (Del-Valle-Soto, C., et. al., 2021) [39] disrupts communication by flooding the network with 
noise, resulting in a low signal-to-noise ratio and making it difficult for nodes to transmit data efficiently. 
Camouflage attack (Santhi, G., et. al., 2017) [40] involves an attacker secretly inserting a malicious node 
into the WSN which disrupts routing by providing false information while appearing to be a legitimate 
sensor. Node replication, attackers physically access and replicate nodes, causing wormhole attacks, 
denial of service, jamming and packet loss, which compromise network confidentiality, integrity, and 
availability (Anitha, S., et. al., 2021) [41]. Node capture attack (Bhatt, R., et. al., 2020) [42] duplicates a 
legitimate node's identifier to insert a forged node, allowing communication and eavesdropping, 
threatening network functions like routing and resource allocation. In tampering attacks, physical access 
allows attackers to tamper with sensor nodes, compromising sensitive data like keys. 

5.1.2 Data link layer attack 
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The WSN link layer is responsible for framing, error management, and detecting data frames and access. 
Common attacks that target this layer are traffic analysis, collisions, sleep deprivation, resource depletion, 
unfairness, and unequal channel allocation (Hasan, M.Z., et. al., 2023) [7]. Traffic analysis in WSNs infers 
communication patterns by eavesdropping on node interactions (Ebrahimi, Y., et. al., 2022) [8]. In hostile 
environments, compromised nodes disrupt networks by causing collisions with noise packets. This low-
energy, hard-to-trace attack needs robust intrusion and anomaly detection. The exhaustion attack is a 
type of attack that repeatedly attempts to overload a network's nodes by sending numerous collision 
requests until the nodes' energy is exhausted. The unfairness attack disrupts authorized access by 
manipulating node connection periods causing missed transmission deadlines through collisions or 
misuse of priority mechanisms. A denial of sleep attack disrupts wireless sensor nodes by continuously 
sending messages, preventing them from entering sleep mode and increasing power consumption. 

5.1.3 Network layer attack 
WSNs are vulnerable to various attacks at the network layer that disrupt communication and data 
collection. These attacks include blackhole attack, grayhole attack, sinkhole attack, wormhole attack, sybil 
attack, byzantine attack, routing attack, and packet replay attack which pose a significant threat to the 
proper functioning of WSNs. A blackhole attack (Uthumansa, A., et. al., 2020) [9] tricks sensor nodes into 
sending data through a malicious node that discards it instead of forwarding, disrupting communication 
and data collection. Selective forwarding is a type of attack that can also be known as grayhole attack, 
which is a variation of a blackhole attack where malicious nodes intentionally drop or delay packets, 
disrupting network communication. In a blackhole attack, a malicious node pretends to be the quickest 
path and then discards all the data packets sent to it instead of forwarding them. However, selective 
forwarding, allows a compromised node to selectively deny data. Similar to a blackhole attack, a sinkhole 
attack targets the network layer in WSNs. An attacker compromises surrounding nodes or the sinkhole itself, 
creating a highly attractive fake route for data to capture all the information in the WSN. A wormhole attack 
disrupts communication within a WSN by creating a tunnel between two malicious nodes. Attackers 
establish a high-bandwidth link between two distant compromised nodes. Unsuspected sensor nodes 
choose this tunnel for routing data, exposing it to the attacker. Thus, leading to eavesdropping, data 
manipulation and disrupting network communication. 

The Sybil assault is also known as a spoofing attack. A single attacker impersonates multiple sensor nodes, 
flooding the network with false identities disrupting routing protocols, and allowing the attacker to 
potentially manipulate data flow or even launch other attacks while hiding behind fake nodes. Byzantine 
attacks exploit a previously trusted node that has been compromised. To disrupt network communication, 
attackers can launch denial-of-service (DoS) attacks at the Media Access Control (MAC) layer which 
involves overwhelming network resources by sending excessive traffic and preventing other devices from 
sending or receiving data. 

Routing assaults are one of the most critical threats to WSNs as they target the network’s routing 
capabilities. These attacks exploit protocols by poisoning routing tables, flooding the network with fake 
routes, or manipulating packet paths. This disrupts communication, delays data delivery, or sends 
information down dead ends, hindering the network's ability to function properly. In a packet replay attack 
at the network layer, an attacker intercepts data packets traveling between sensor nodes. The attacker 
might delay or even duplicate the packets before sending them on to the receiver leading to outdated or 
misleading information being received, disrupting network operations, and potentially causing incorrect 
decisions based on the data. 
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5.1.4 Transport layer attack 
Transport layer attacks exploit weaknesses in protocols like Transmission Control Protocol (TCP) and User 
Datagram Protocol (UDP) to prevent communication between devices by overwhelming systems with 
connection requests (SYN flood) or data packets (UDP flood) or steal session IDs to impersonate legitimate 
traffic or gain unauthorized access. TCP SYN flooding is a type of denial-of-service (DoS) attack that exploits 
the initial connection setup process which is a three-way handshake between devices using TCP. It can 
exhaust its resources and prevent legitimate connections from being established by overwhelming a target 
system with a large number of connection requests. It’s not a major concern for resource-constrained WSN 
as they have limited processing power and use of lightweight protocols. User Datagram Protocol floods are 
another type of Denial-of-Service (DoS) attack that targets the UDP. UDP is a protocol that doesn't require 
a persistent connection between the sender and receiver. This makes it faster than TCP but also more 
vulnerable to attacks. In a UDP flood attack, an attacker sends a massive number of UDP packets to a server, 
overloading its resources and hindering its ability to serve legitimate traffic or requests (Mahmoodi 
Khaniabadi, S., et. al., 2023) [43]. 

Session hijacking (Almuhaideb, A.M., et. al., 2020) [44] is an attack in which an attacker takes over a 
legitimate session between a client and a server. It’s done by sniffing network traffic to capture the session 
ID or other authentication tokens. Once the attacker has the necessary information, they impersonate the 
client and communicate with the server. Desynchronization attack targets the coordination between 
sensor nodes constantly disrupting the communication by sending requests to establish connections with 
one or both nodes which throws the established connection out of sync, preventing them from exchanging 
data effectively. 

5.1.5 Application layer attack 
One major security challenge is application layer attacks, where malicious actors target vulnerabilities in 
the software programs running on the sensor nodes.  Application layer attacks, such as DoS, Distributed 
Denial-of-Service (DDoS), and SQL injection, can disrupt data collection, manipulate sensor readings, or 
even render the entire network unusable (Subramani, S., et. al., 2023) [45]. Distributed Denial-of-Service 
(DDoS) attacks the website or service with flood of traffic, making it unavailable to legitimate users. Denial-
of-Service (Elsadig, M.A., 2023) [46], similar to DDoS, comes from a single source instead of a distributed 
network to flood the system with traffic. SQL Injection attacks (Wang, Y.C., et. al., 2023) [47] exploits 
weaknesses in website forms to inject malicious code into a database disguised as regular input which 
can steal information, change data, or even crash the database. Table 2 provides a comparison of various 
common security threats faced by WSNs and the existing countermeasures used to mitigate them. 

Table -2: Various security threats and their existing countermeasures 

Attack Existing Solution References 

Jamming 
attacks 

 

Energy-based Jamming Detection identified abnormal energy depletion in 
nodes, signaling potential jamming attacks. Compatible with various 
clustering protocols like PEGASIS, Threshold-sensitive Energy Efficient 
Protocol (TEEN), Low-Energy Adaptive Clustering Hierarchy (LEACH), and 
HPAR. 

Del-Valle-Soto, C., 
et. al., 2021 [39] 

Node replication Exponential Moving Average based Replica Detection (EMABRD), Secured Ant 
Colony Optimization (SACOP) and Fingerprint based Zero Knowledge 

Anitha, S., et. al., 2021 
[41] 



  Partners Universal International Innovation Journal (PUIIJ) 

Volume: 03 Issue: 03 | May-June 2025 | ISSN: 2583-9675 | www.puiij.com                            

 

© 2025, PUIIJ  | PU Publications | DOI:10.5281/zenodo.15763607                                                    Page | 106  

 

Authentication (FZKA) detected and prevented attacks in WSNs ensuring the 
integrity and reliability of the collected data. 

Node capture Fruit Fly Optimization Algorithm (FFOA) to strategically target these attacks 
prioritizing nodes with high key value and minimal energy cost for the 
attacker. 

Bhatt, R., et. al., 2020 
[42] 

Tampering Swarm Intelligence based defense technique where data packets adapt 
their unicast or broadcast routing based on channel availability to evade 
attackers, improving packet delivery and network performance. 

Sudha, I., et. al., 2023 
[48] 

Traffic analysis Energy-aware scheme to reduce overhead near the base station and cross 
layer technique to confuse attackers with dynamic data paths, improving 
anonymity and network lifetime. 

Ebrahimi, Y., et. al., 
2022 [8] 

 

Collision Fractional Artificial Bee Colony (FABC) for cluster head selection, Lion Crow 
Search Optimizer (LCSO) trained Deep Recurrent Neural Network (DRNN) for 
collision detection, and Dolphin Ant Lion Optimizer (DALO) for pre-scheduling 
to avoid collisions. 

Khare, A., et. al., 2023 
[49] 

Exhaustion Detection method based on an energy consumption model to identify 
abnormal energy usage patterns and potential battery exhaustion attacks. 

Shakhov, V.V.,2013 
[50] 

Denial of sleep 
attack 

Abnormal Sensor Detection Accuracy (ASDA-RSA) a two-phase method 
using clustering, cryptography, and authentication to improve throughput, 
packet delivery, network lifetime, and energy efficiency. 

Fotohi, R., et. al., 2020 
[51] 

Blackhole attack Deep learning system using LSTM to detect Black Hole and Wormhole attacks 
employed an improved Whale Optimization Algorithm finding optimal paths 
that bypass these attacks, ensuring secure communication. 

Pawar, M.V., 2023 
[52] 

Wormhole 
attack 

Distributed network discovery approach identified and isolated malicious 
nodes mitigating nearly all wormhole attack overloads even with a high 
percentage of compromised nodes. 

Modirkhazeni, A., et. 
al.,2011 [53] 

 

5.2 Existing Security Solutions and Techniques 
Securing communication lines involves a combination of encryption, authentication, and access control 
mechanisms to safeguard data in transit. Encryption makes data unreadable, keeping it confidential. 
Symmetric encryption uses a single secret key for both encryption and decryption. Symmetric algorithms 
use Advanced Encryption Standard (AES) which is known for its efficiency. Asymmetric encryption uses a 
key pair, a public key for encryption and a private key for decryption. Asymmetric algorithms use Elliptic 
Curve Cryptography (ECC) (Urooj, S., et. al., 2023) [54] and RSA. End-to-end encryption (E2EE) ensures that 
data is encrypted on the sender's device and can only be decrypted on the recipient's device, thereby 
preventing intermediaries from accessing the information. 

Message integrity and authenticity are confirmed through authentication. Digital signatures are often used 
with asymmetric encryption, using cryptographic signatures to confirm the sender's identity and prevent 
message tampering. Message Authentication Codes (MAC) (Zhai, Z., et. al., 2022) [55] authenticate 
messages using symmetric keys, ensuring data integrity and origin authenticity. Additionally, to 
authenticate users on a network like comparing IDs, certificate-based authentication depends on trusted 
Certificate Authorities (CAs). Certificate-based aggregate signatures (CBAS) combine signatures from 



  Partners Universal International Innovation Journal (PUIIJ) 

Volume: 03 Issue: 03 | May-June 2025 | ISSN: 2583-9675 | www.puiij.com                            

 

© 2025, PUIIJ  | PU Publications | DOI:10.5281/zenodo.15763607                                                    Page | 107  

 

multiple sensors into a single compact signature (Zhu, F., et. al., 2021) [56], reducing communication 
overhead while verifying data authenticity. Unauthorized access to data is limited via access control. 
Access Control Lists (ACLs) define user access privileges for particular resources, while Role-Based Access 
Control (RBAC) (Misra, S., et. al., 2011) [57] assigns permissions based on user roles. For increased security, 
Two-Factor Authentication (2FA) (Chander, B., et. al., 2023) [58]and Multi-Factor Authentication (MFA) 
require users to provide multiple forms of identification, such as passwords combined with biometrics or 
one-time codes. 

Implementing these techniques effectively requires following best practices. Robust key management 
involves a storage, distribution, secure generation, and rotation of encryption keys. Secure communication 
protocols like Transport Layer Security (TLS) or Internet Protocol Security (IPSec) are essential for 
safeguarding web-based or network-level security respectively. System configuration should stick to 
industry standards for encryption, authentication, and access control. Regular auditing, monitoring, 
updates, and patching are crucial to identify and address vulnerabilities and suspicious activities. Because 
of their limited resources, WSNs have unique security requirements. Several protocols and algorithms have 
been developed to address these limitations. For instance, TinySec (Rohman, M., et. al., 2023) [59]is a link-
layer security protocol that leverages symmetric key cryptography and Message Authentication Codes to 
provide confidentiality, integrity, and authentication. Localized Encryption and Authentication Protocol 
(LEAP) focuses on secure communication in clustered WSNs, utilizing localized key management for secure 
data transmission within clusters. 

To achieve a balance between security and energy efficiency, Secure and Energy-Efficient Communication 
Protocol (SEEC) uses lightweight encryption and authentication mechanisms. Security Protocols for Sensor 
Networks (SPINS) (Atwal, S., et. al., 2023) [60], (Gaur, A., et. al., 2019) [61] a suite of security protocols for 
resource-constrained environments consists of two main protocols. Sensor Network Encryption Protocol 
(SNEP) for lightweight link-layer encryption protocol for data confidentiality and integrity using symmetric 
cryptography and micro–timed Efficient Streaming Loss-tolerant Authentication (µTESLA) for secure time 
synchronization and data authentication. A trusted base station is used to ensure the efficient 
establishment and revocation of keys through the use of the Authenticated Sensor Assisted Protocol 
(ASAP), a key management protocol. Directed Diffusion with Security (DDS) enhances the Directed Diffusion 
routing protocol with security features for mitigating various attacks in WSNs. Localized Key Management 
with Hash Chains (LKH) establishes and distributes keys securely within clusters using hash chains. 

To protect against various attacks, LEACH with Enhanced Security (LEACH-ES) incorporates encryption, 
authentication, and secure data aggregation into the LEACH routing protocol. Datagram Transport Layer 
Security (DTLS) is a lightweight version of TLS designed for WSNs that provides end-to-end security for 
communication between sensor nodes and base stations. By deploying these secure communication 
protocols, WSNs can address various security requirements and protect sensitive data transmitted within 
the network. Table 3 shows the various existing security solutions and techniques suitable for wireless 
sensor networks. 

Table -3: Existing Security Solutions for WSNs 
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Existing Security Solutions Reference 

Used a combination of Advanced Encryption Standard (AES) and Elliptic Curve 
Cryptography (ECC) for data encryption and decryption integrated clustering 
using the LEACH protocol. 

Urooj, S., et. al., 
2023 [54] 

Used link layer protocols, LEACH for clustering and TinySec security for balancing 
energy efficiency and security. 

Rohman, M., et. 
al., 2023 [59] 

Message Authentication Codes (MAC) based authentication to secure relay 
nodes against energy attacks and replay attacks with low resource usage. 

Zhai, Z., et. al., 
2022 [55] 

Identity-Based Signature Scheme (ISBS) with message recovery enabled secure 
message broadcasting without sending the original signed message, reducing 
communication costs.  

Feng, M., et. al., 
2020 [62] 

Two-Factor Authentication (2FA) method using ECC and biometrics, addressed 
the limitations of existing protocols and enhanced data security in the IoT. 

Chander, B., et. 
al., 2023 [58] 

Role-Based Access Control (RBAC) system improved security and throughput in 
WSNs with unattended nodes. 

Misra, S., et. al., 
2011 [57] 

Certificate-Based Aggregate Signature allowed users to anonymously transmit 
data while ensuring its authenticity and preventing tampering. 

Zhu, F., et. al., 
2021 [56] 

Lightweight Security Algorithm (LSA) combined with Secure IoT (SIT) algorithm 
along with the Security Protocols for Sensor Networks (SPINS) security protocol to 
improve data security while reducing power consumption in WSNs.  

Mahlake, N., et. 
al., 2023 [63] 

SPIN protocol, a data-centric routing solution tackled data implosion and 
overlapped issues by selectively disseminating information only to interested 
nodes. 

Gaur, A., et. al., 
2019 [61] 

 

6. PRIVACY-PRESERVING APPROACHES 
Privacy is essential in WSNs, ensuring data reaches only its correct destination, preserving user anonymity, 
complying with regulations, maintaining trust, preventing data leakage, and minimizing exposure, thereby 
securing the network and its applications. These techniques include secure aggregation, differential 
privacy, phantom routing, fake packet injection, directional communication mechanisms, random walk, 
isolation mechanisms, ring routing, and authentication mechanisms (Tripathi, P., et. al., 2019) [64]. 

However, data aggregation introduces data leakage risks (Qi. X., et. al., 2020) [10] emphasizing secure 
aggregation, ensuring energy efficiency and network security through end-to-end encryption and hop-
by-hop verification. In WSNs, Differential privacy (Jiang, H., et. al., 2020) [11] safeguards sensitive data by 
concealing individual contributions to datasets, ensuring privacy during collection and analysis. The 
phantom routing techniques (Chen, Y., et. al., 2022) [12] are used to enhance Source Location Privacy (SLP) 
by creating uncertainty about the actual source of data packets. Phantom nodes alleviate the protection 
of SLP to some extent. Fake packet routing (Mutalemwa, L.C., et. al., 2020) [65] strategies, used in cloud-
based multi-sink protocols, employ decoy nodes that send packets along with real data to confuse 
attackers and protect the true source location. A directional communication experiment (Zhang, Y., et. al., 
2024) [66] using the Rotating Permanent Magnet Antenna (RPMA) array and a magnetometer is 
conducted across concrete walls. Random Walk (RW) (Maurya, M.K., et. al., 2022) [67] efficiently routes data 
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packets by randomly forwarding them between nodes in WSNs, aiding in load balancing but potentially 
increasing latency. Isolation mechanisms (Wang, Z., et. al., 2021) [68] reduce energy usage in sensor nodes 
providing efficient transmission, fast response, and enhanced security in wireless sensor networks. Ring 
routing (Mohapatra, S., et. al., 2023) [69] efficiently connects nodes and sinks, enhancing network 
performance with minimal overhead. Table 4 shows various existing privacy preserving techniques in WSNs. 

Table -4: Privacy preserving techniques in WSN 

Key Privacy Preserving Techniques Reference 

A ECC scheme with optimized key management, privacy homomorphism for encryption 
and rotational MAC for verification, achieved lower energy consumption and higher 
security. 

Qi, X., et. al., 2020 [10] 

Differential privacy protected user data in statistical analysis by adding noise to the 
results. 

Jiang, H., et. al., 2020 
[11] 

Protection Scheme based on Sector Phantom Routing enhanced Source Location Privacy 
in WSNs by optimizing phantom node placement and routing strategies. 

Chen, Y., et. al., 2022 
[12] 

Directional communication using RPMA arrays improved data collection and pipeline 
monitoring in underground environments. 

Zhang, Y., et. al., 2024 
[66] 

Cluster-Based Smart Random Walk (CBSRW) routing protocol improved both network 
lifetime and data delivery efficiency. 

Maurya, M.K., et. al., 
2022 [67] 

Double-layered isolation system using an improved Dijkstra algorithm to find optimal 
nodes, reducing energy consumption while improving security and response speed. 

Wang, Z., et. al., 2021 
[68] 

Mobile sinks in a ring routing pattern efficiently transferred data, reduced delays and 
extended network lifetime by minimizing communication overhead.  

Mohapatra, S., et. al., 
2023 [69] 

A detection method using Merkle Hash Trees that identified malicious nodes launching 
fake packets or selectively dropping packets, improving detection accuracy and packet 
delivery rates. 

Khalid, W., et. al., 2023 
[70] 

 
7. DISCUSSION 
Wireless Sensor Networks serve as foundational infrastructures for numerous applications from 
environmental monitoring to healthcare and defense surveillance. This survey paper covers various critical 
aspects of WSNs by analysing a total of 54 papers across different topics. 5 research papers emphasize 
the crucial role of WSNs in diverse fields, including environmental monitoring, healthcare, and smart city 
development. These networks provide real-time data collection, enabling informed decision-making and 
operational efficiency across various sectors. Quality routing protocols, which are essential for efficient and 
reliable data transmission in WSNs, are discussed in 15 papers. This area focuses on developing protocols 
that adapt to dynamic network conditions, ensure reliable data delivery, and mitigate routing attacks. The 
variety of protocols studied includes multipath, hierarchical and mobility-based approaches, each tailored 
to specific network characteristics and application requirements. These protocols address challenges such 
as energy efficiency, network lifetime, and scalability. Security challenges and existing solutions constitute 
the most substantial section with 27 papers, reflecting the critical need to protect WSNs from various threats 
such as data breaches, tampering, and denial-of-service attacks. This section concentrates on developing 
robust security mechanisms such as encryption, authentication, intrusion detection systems, and secure 
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routing protocols. Addressing these challenges is crucial to safeguarding sensitive data and ensuring the 
reliability and trustworthiness of WSN deployments. Privacy-preserving techniques are covered in 7 papers, 
focusing on methods to protect sensitive information and maintain user anonymity within WSNs. These 
techniques include secure aggregation, differential privacy, phantom routing, and authentication 
mechanisms. This section explores methods to enhance data confidentiality and prevent unauthorized 
access, considering the resource constraints and operational challenges unique to sensor networks.  

This survey offers a thorough analysis of cutting-edge WSN research, covering crucial aspects like routing 
protocols, security challenges, and privacy techniques, paving the way for wider adoption and integration 
within IoT ecosystems. In the realm of security, the secure and energy-efficient communication protocol 
emerges as a formidable choice. By striking a delicate balance between security and energy efficiency, 
SEEC addresses the multifaceted challenges posed by diverse attack vectors in WSNs. Leveraging 
lightweight encryption and authentication mechanisms such as symmetric cryptography and MAC. SEEC 
ensures the confidentiality, integrity, and authenticity of data transmission within the network. Its efficacy 
extends to thwarting physical layer attacks like jamming and node replication, as well as data link layer 
attacks such as traffic analysis and resource exhaustion. Furthermore, SEEC's energy-efficient design 
renders it highly suitable for resource-constrained environments, enabling WSNs to uphold robust security 
measures without sacrificing performance or consuming excessive power. 

Complementing the robust security framework, privacy-preserving techniques play a pivotal role in 
safeguarding sensitive data within WSNs. Among these techniques, differential privacy emerges as a 
beacon of effectiveness. Its foundation on strong theoretical principles enables it to provide rigorous 
privacy guarantees by introducing noise or randomness to query responses. This proactive approach 
ensures that individual data contributions do not unduly influence the outcome of analyses, thereby 
mitigating the risk of privacy breaches. Unlike ad-hoc methods such as data masking or anonymization, 
differential privacy offers a mathematically rigorous framework that remains resilient against various types 
of attacks, including inference and linkage attacks. Its scalability and compatibility with diverse data 
analysis techniques further solidify its position as a versatile and robust privacy-preserving solution for 
WSNs. 

Quality routing stands as another cornerstone in the efficient operation of WSNs, directly influencing their 
reliability, efficiency, and longevity. LEACH protocol exemplifies excellence in this domain with its energy-
efficient clustering approach. By dynamically rotating the cluster head role among nodes, LEACH optimizes 
energy utilization, thereby prolonging the operational lifespan of the network. This approach not only 
minimizes energy consumption but also enables the network to adapt to dynamic changes in topology, 
ensuring seamless communication and preserving data integrity. 

 
8. CONCLUSION 
This paper explored the three core components of WSNs, security solutions, privacy-preserving techniques, 
and quality routing protocols. It examined their significant impact on WSN's efficiency and reliability. SEEC 
emerged as a compelling solution for WSN security, offering a balanced approach between robust 
protection and energy efficiency. Differential privacy stood out as a powerful privacy-preserving technique, 
guaranteeing data anonymity through strong theoretical foundations. Lastly, the LEACH protocol 
demonstrated excellence in routing efficiency, enabling seamless communication and extending network 
lifespan through its dynamic clustering approach. Together, these components form a comprehensive 
framework for safeguarding WSNs and supporting their diverse applications across various domains. By 
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integrating robust security mechanisms, proactive privacy-preserving techniques, and efficient routing 
protocols.  

WSNs can effectively address the multifaceted challenges they face, ensuring reliability, efficiency, and 
longevity. However, it is crucial to acknowledge potential trade-offs. Security measures like encryption can 
consume additional power, impacting routing efficiency. Similarly, privacy-preserving techniques like 
differential privacy might introduce noise that affects data accuracy. Therefore, WSN design necessitates 
careful consideration of these interactions to achieve an optimal balance between security, privacy, and 
routing performance. 

By prioritizing this multifaceted approach, we can empower WSNs to reach their full potential and 
revolutionize data collection across various sectors. Future research could further explore the interplay 
between emerging technologies and WSN security, privacy, and routing, paving the way for innovative 
solutions and enhanced network resilience. 
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